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Abstract: Mobile Ad-hoc networks have become an indispensable part of people’s daily life. Recent research has been shown that the physical
layer security techniques become a more essential part in the wireless communications. As a result, security is an imperative and more
challenging issue in wireless networks since the users might transmit their sensitive personal information (e.g., credit card details) over the
wireless networks. The open communications environment makes wireless transmissions more vulnerable than wired communications to
malicious attacks, including both eavesdropping and jamming for disrupting legitimate transmissions. Wireless air interface is open and
accessible to both authorized and illegitimate users. This completely differs from a wired network, where communicating devices are physically
connected through cables and a node without direct association is unable to access the network for illicit activities. Code division multiple access
network is an example of multiple access, where several transmitters can send information simultaneously over a single communication channel
with the optimum available bandwidth based on spread spectrum technology. It is proposed to develop an anti eavesdropping strategy for
improving the performance of CDMA based network. Network Simulation has been conducted to evaluate the performance of proposed
network. The results are obtained in terms of the performance indices with the aid of Zero knowledge protocol to identify the type of attackers
and the data are routed through AODV routing pattern. The new approach shows that the proposed outcome is an extended enhancement of
network security.
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I.

INTRODUCTION

Wireless Sensor Networks (WSNs) have attracted much
recent research interests and have been widely studied due to
many military as well as civilian applications [1]. A typical
wireless sensor network normally consists of some small,
inexpensive, and low-power sensors, which are deployed over
a region and may communicate with a remote processor over
wireless links. WSN nodes can be categorized as source node,
sink node and intermediate nodes depending upon
functionality in environment [2]. Sensor technology is marked
as one of the world’s emerging technology by recent
technological review. The deployment of WSNs, which
usually consist of plenty of small autonomous devices called
sensor nodes, has been accelerated by the progression in
sensor network technology. Due to cost effectiveness, the
wireless sensor networks are quickly gaining enormous
popularity for solving world challenges. Sensor nodes in
WSNs are inherently resource-constrained. The main issue in
the wireless sensor network is the energy of the sensor nodes
and battery-operated nodes have limited processing capability
and very low storage capacity [3]. These limitations are due to
limited energy and physical size of the sensor nodes.
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A typical WSN is composed of multiple sensor nodes that
periodically send updates to an in-situ base station (BS). In
such a network, the BS becomes a natural focal point for the
adversary since the unique role of the BS would likely allow
the most impactful attack possible against the target WSN to
be launched with the least amount of effort. Sensor nodes are
unattended and even deployed in the hostile environments,
which demand careful security consideration in the design of
WSN. Because of those constraints, the conventional security
mechanisms with high computation complexity are not
feasible for WSNs.
Code division Multiple Access (CDMA) is an example of
multiple access, where several transmitters can send
information simultaneously over a single communication
channel [4]. It allows several users to share a band of
frequencies without undue interference between the users.
CDMA employs spread spectrum technology with a special
coding scheme. Most modulation schemes try to minimize the
bandwidth utilization since it is a limited resource [5].
However, spread spectrum techniques use a transmission
bandwidth that is several orders of magnitude greater than the
minimum required signal bandwidth. The reasons for doing
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this were military applications including guidance and
communication systems. These systems were designed using
spread spectrum because of its security and resistance to
jamming [6]. Asynchronous CDMA has some level of privacy
built in because the signal is spread using a pseudorandom
code, this code makes the spread spectrum signals appear to
random properties.
Mobile ad-hoc networks are vulnerable to security attacks
due to the broadcasting transmission mediums. Furthermore,
wireless networks have probably collected through direct site
surveillance. Relatively, ad-hoc networks strengthen the
privacy problem because they make large volumes of data
easily available through remote network access [7]. Hence,
attackers need not be physically present to maintain long time.
They can gather information at low-risk in unknown manner.
Security is a critical concern in mobile ad-hoc networks due to
the open wireless medium. Physical layer security, which
exploits the physical characteristics of wireless channels for
secure transmission, has attracted much attention recently [8].
The maximum achievable secrecy rate is referred to as secrecy
capacity which shows that as long as the eavesdropper’s
channel is a degraded version of the receiver’s channel, perfect
secrecy can be achieved without any key. Any receiver within
the range of a wireless transmission can potentially overhear
the transmitted information.
II.

RELATED WORK

A new compressive sensing based encryption scheme has
been proposed for wireless sensor network [9]. It has been
found that proposed algorithm reduces the data error without
additional computation cost even in both normal and attack
condition. Investigation of distortion outage minimization
problem in presences of eavesdropper has been proposed for
wireless sensor network [10]. It has been found that the
proposed scheme provides better performance achieved by
adding multiple receive antennas at the fusion center. A
multiple phantom with multiple fake source schemes has
proposed for wireless sensor network [11]. It has found that
proposed algorithm is efficient to hide the location source
node thereby increasing network life time.
A tractable frame work has been suggested for three tier
WSN using stochastic geometry [12]. It has been found that
the proposed method provided security enhancement with
multiple antenna at the access point. Two anti-eavesdropping
schemes have been proposed for interference alignment based
network [13]. It has been found that the proposed model gives
better performance improvement through various security
techniques. A novel network key management schemes has
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been proposed for WSN [14].It has been found that the
proposed schemes gives over all analysis based on loaded key
utilization, resources consumption and rigidity against node
captured. A distributed anonymity boosting techniques has
been suggested for WSN [15]. It has been found that the
proposed method increased its anonymity on-demand based on
real time measurement there by conserve the resources and
simulation result shows the effectiveness of proposed schemes
[16].
This paper tries to provide an insight into the various
aspects and implementation of security practices in CDMA
based network and Security against eavesdropping can be
achieved by using zero knowledge protocol.
III.

PROBLEM STATEMENT

The ad-hoc network is designed with N nodes and each node
has number of data to transmit to their corresponding
destination. Besides, the nodes are allowed to trade the data
through wireless way to any other node in the network. The
aim is to build up an anti eavesdrop strategy with aid of zero
knowledge protocol with view to increase the performance of
the CDMA based network. The network simulator-2 (NS2)
based simulation results highlight the suitability of proposed
strategy to ensure the security enhancement of the network..
IV.

PROPOSED ALGORITHM

The objective of this proposed method is to develop
mechanism that protects the closed MANET against malicious
behavior from outside nodes as well as inside nodes by Zero
Knowledge Protocol (ZKP) authentication method.
Authentication system in wireless ad hoc network can use
ZKP algorithms because it has the unique characteristic and
properties like Completeness, soundness and zero knowledge.
A ZKP is a special cryptographic algorithm is used to verify
the identification based on complex mathematical analysis
which requires heavy computations time. The purpose of ZKP
protocols is to help a prover convince a verifier that he or she
holds some knowledge (usually secret), without leaking any
information about the knowledge during the verification
process (zero knowledge). If the declaration is true, no fraud
verifier absorbs anything other than this circumstance. It was
unveiled by presenting that every fraud verifier has some
simulator that, assumed only the declaration to be proven (and
no entree to the prover), can generate a transcript that “looks
like” and contact between the honest prover and the fraud
verifier.
It must be noted that the concept of proof in ZKP is
different from the traditional mathematical concept.
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Mathematical proofs are strict, using either self evident
statements or statements obtained from proofs established
beforehand. ZKP proofs are more similar to the dynamic
process used by humans to establish the truth of a statement
throughout the exchange of information. Furthermore, instead
of presenting a static proof for a statement, the prover involves
the verifier in a process in which he tries to convince the
verifier of the truth of the statement interactively.
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Secrecy rate
Shannon channel capacity
Signal to noise ratio
Fading variance
Variance
Represents a fading coefficient of the
legitimate channel
Represents a fading coefficient of the
wiretap channel

Some promising security attacks associated with
authentication are Man-In-The-Middle attack (MITM), Denial
of Service (DoS) attack, Eaves dropping and Replay attack.
MITM also known as a bucket brigade attack in cryptography
and computer security is a form of active eavesdropping in
which the attacker watches on the link between the verifier and
the prover and intercepts all authentication messages going
between the two parties. The attacker impersonates the sender
with respect to receiver and vice versa without the knowledge
of either parties that they have been attacked.
The main goal of DoS attacker is to prevent legitimate
users from using system services, and to have impact on an
availability of the system. The malicious node does perform a
DoS attack by flooding irrelevant data to consume most of the
resources of a particular node or entire network such as power,
storage capacity or computational resource.
Eavesdropping is a passive attack in which a node simply
observes sensitive information. This information which is
overheard by a malicious node can be used later to ruin the
security in the network. Sensitive information such as location,
public key, private key or password can be fetched by the
eavesdropper.
Replay attack is a form of network attack in which the
valid data is repeatedly transmitted across the network to inject
the network routing traffic by a fraudulent node or attacker.
These attacks can be made void if the system has an efficient
authentication method, bearing in mind the characteristics of
MANET while designing.
Flow Chart
The following flow diagram seen in figure 1 explains the
function of proposed approach.
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Figure 1 Flow Diagram of Proposed Scheme
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Page | 15

International Journal of Modern Electronics and Communication Engineering (IJMECE)
Volume No. - 5, Issue No. - 1, January, 2017

V.
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SIMULATION RESULTS

The proposed scheme exploring the performance of the secured communication of a mobile ad-hoc network designed with two
hundred mobile nodes spread in an area of 1000 m X 1000 m as illustrated in Figure 2 and Figure 3 shows the anti eavesdropping
network. It involves the method of exchanging the data of size 1000 KB from three sources to corresponding destination nodes.
The performance indices like Packets Received, Packet Loss, Throughput, Energy consumption, Packet Delivery Ratio (PDR) and
Routing Delay are calculated through NS2simulation.

Figure 2 Simulation Model

Figure 3 Attackers Free Network Model

It is seen from Figure 4 that the proposed algorithm consumes minimum energy when compared with network having 25
attackers and offers the minimal routing overhead thereby increasing the life time of the network.

RES Publication © 2012
www.ijmece.org

Page | 16

International Journal of Modern Electronics and Communication Engineering (IJMECE)
Volume No. - 5, Issue No. - 1, January, 2017

ISSN: 2321-2152

Figure 4 Energy Consumed vs Time

The proposed method as outlined in Figure 5 is suitable for maximum number of packets received from identified source to
destination with secured data transfer. The minimum delay as seen through Figure 6 related to proposed scheme explores the
suitability of the overall network security along with performance improvement when compared with attacker network.

Figure 5 Packets Received vs Time

Figure 6 Routing Delay vs Time
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The Packet Delivery Ratio (PDR) of the network under study is seen from Fig.7. It follows that the proposed routing pattern
endow with a greater value rate with its counterpart.

Figure 7 PDR vs Time

The proposed method provides minimum loss of packets as compared to their counterpart as seen in Figure 8 and gives an
enhancement of the network security and efficiency. It is observed from Figure 9 that the proposed scheme gives an incredible
throughput for the same size of the data secured packets transmitted when compared with its matching part.

Figure 8 Packet Loss vs Time
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Figure 9 Throughput vs Time

The performance metrics listed in Table 1 are derived for cdma based anti eavesdropping communication strategy with data size
of 1000 KB. The network is allowed to vary the number of nodes from 50 to 250 with secured data transmission based on round
robin scheduling. The investigation proves that the algorithm is stable in its assignment and helps to validate the rewards of the
proposed method.
Table 1 Performance Comparison with Node Variation

VI.

CONCLUSION

A new anti eavesdrop transmission strategy for cdma based
mobile ad-hoc network has been developed to adapt secure
data transfer in energy constraint network. The performance
metrics of the scheme has been measured through various
attacks in the network. The ns2 simulation results are
compared with attack free network to elucidate its security
enhancement. The idea of the proposed scheme has been
taken in terms of higher throughput, PDR and number of
packets received in association with attack free strategy.
Moreover the proposed method has been coined to extract an
improved security enhancement over conventional secured
CDMA network and expose the fitness of the new algorithm
for present day applications. The graphs have been revealed to
highlight the effectiveness in terms of least delay, packet loss
and energy consumption. The results have been association
RES Publication © 2012
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with higher echelons of secured data transfer that considerably
improves the life time of the CDMA based network.
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